United States Department of Justice

United States Attorney’s Office
Central District of California

Mark Childs 1400 United States Courthouse
Phone: (213) 894-2433 312 North Spring Street
E-mail: mark.childsigusdoj. gov Los Angeles, California 90012

December 18, 2015

Cock.li Emailing Hosting
Vincent Canfield

Re:  Request for Preservation of Records

Dear Sir or Madam:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation, pending further legal process, of all records and other evidence in your
possession regarding the account(s) associated with or identified as:

(1) madbomberi@icock.li; (2) ilovekids@horsefucker.org; (3) bigbadbriankrebs@cock.li;
and (4) any account or email with the name “Tritutri” as part of the name or
associated with such account, for example, tritutri@cock.li.

In particular preserve all customer or subscriber account information, session IP log, IP
logs, associated traffic data since inception to today’s date for the above accounts or related
accounts.

You are hereby requested to preserve, for a period of 90 days, the records described
below currently in your possession, including records stored on backup media, in a form that
includes the complete record. You also are requested not to disclose the existence of this request
to the subscriber or any other person, other than as necessary to comply with this request. If
compliance with this request may result in a permanent or temporary termination of
service to the accounts described below, or otherwise alert the subscriber or user of these
accounts as to your actions to preserve the referenced files and records, please contact FBI
Special Agent Justin A. Garris at the following:11000 Wilshire Blvd, Suite 1700, Los

Angceles, CA 90024; justin.garris@ic.fbi.gov as soon as possible and before taking any such
actions.

This request applies only retrospectively. This preservation request also applies to the

following records and evidence for the accounts/emails described above:

1. All stored electronic communications, text messages, SMS, and other files reflecting
communications to or from the requested account.

2. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including:

a. subscriber names, numbers or identities;

b. telephone or instrument number or other subscriber number or identity
including any email addresses or temporarily assigned network address such as an Internet
Protocol (“IP”) address at the time of registration and at each transaction and including the
source port or network address translation address;
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c. user and screen names or other identities;

d. mailing, residential, and business addresses, e-mail addresses and other
contact information including telephone numbers;

€. billing records, means and source of payment for any services, including
any credit card number, bank account number, or other payment number;

f. information about the length of service and the types of services the
subscriber or customer utilized;

a. any other identifying information, whether such records or other evidence
are in electronic or other form; and

h. any and all cookies associated with or used by any computer or web

browser associated with the account, including the IP addresses, dates, and times associated with
the recognition of any such cookie.

3. All connection logs and records of user activity for the requested account, including:
Connection date and time;

Disconnection date and time;

Records of session times and durations

Method of connection (e.g., telnet, fip, http);

Data transfer volume;

User name associated with each connection and other connection
information, including the IP addresses;
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g Telephone caller identification records;
h. Historical cell site records; and
i. Connection information for other computers to which the user of the

above-referenced account(s) connected, by any means, during the connection period, including
the destination IP address, connection time and date, disconnection time and date, method of
connection to the destination computer, the identities (account and screen names) and subscriber
information, if known, for any person or entity to which such connection information relates, and
all other information related to the connection from ISP or its subsidiaries.

4, Any other records and other evidence relating to the requested account. Such records and
other evidence include correspondence and other records of contact by any person or
entity about the above-referenced account, the content and connection logs associated
with or relating to postings, communications and any other activities to or through the
requested account, whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to the
agent identified above.

Very truly yours, ¢

=
Mark Childs “

Assistant United States Attorney



